A new public key cipher algorithm is introduced in this article. This proposal is based on a specific class of quasigroups string transformations called multivariate cubic quasigroups (MCQ). MCQ public key cipher algorithm is a public key block cipher algorithm, it is a bijective mapping; it does not perform message expansions and can be used for both encryption and signature. MCQ public key cipher algorithm consists of n multivariate cubic polynomials with d n variables where 3 , 40 :
A new public key cipher algorithm is introduced in this article. This proposal is based on a specific class of quasigroups string transformations called multivariate cubic quasigroups (MCQ). MCQ public key cipher algorithm is a public key block cipher algorithm, it is a bijective mapping; it does not perform message expansions and can be used for both encryption and signature. MCQ public key cipher algorithm consists of n multivariate cubic polynomials with d n variables where 3 , 40 :
. A particular characteristic of this proposal is that it is more secure and faster than previous MQQ version in decryption, its encryption speed is comparable to the speed of previous MQQ version, it is highly parallelizable, and it is well suited for short signatures.
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Introduction:
The most popular Public Key Cryptosystem (PKC) schemes are the Diffie and Hellman (DH) key exchange scheme based on the hardness of discrete logarithm problem, the Rivest, Shamir and Adleman (RSA) scheme based on the difficulty of integer factorization, and the Koblitz and Miller (ECC -Elliptic Curve Cryptography) scheme based on the discrete logarithm problem in an additive group of points defined by elliptic curves over finite fields. There are two common characteristics of these well known PKCs (DH, RSA and ECC) [1]:
 their speed -which frequently is a thousand times lower than the symmetric cryptographic schemes,  their security -which relies on one of two hard mathematical problems: efficient computation of discrete logarithms and factorization of integers. Recently a new public key scheme called MQQ which is based on multivariate quadratic polynomials and quasigroup string transformations was proposed by Gligoroski et al., This cryptosystem is considered to be of higher potential and expected to be as fast as block cipher [1, 2] .
In this paper, a new public key cipher algorithm, based on a specific class of quasigroups string transformations called multivariate cubic quasigroups (MCQ) is introduced. This MCQ public key cipher algorithm is a bijective mapping and can be used for both encryption and signature. It is faster than previous MQQ versions, and it is well suited for short signatures.
Preliminaries:
In this section quasigroup string transformations is introduced in 2.1, representation of the quasigroups as vector valued Boolean functions in 2.2, definition and generation of the multivariate cubic quasigroups in 2.3, and a detailed example in 2.4.
Quasigroup string transformations: [2]
Definition 1. A quasigroup (Q, *) is a groupoid satisfying the law
(1) It follows from (1) that for each a, b  Q there is a unique x  Q such that a * x = b. Then we denote x = a \ * b where \ * is a binary operation in Q (called a left parastrophe of *) and the groupoid (Q, \ * ) is a quasigroup too. The algebra (Q, *, \ * ) satisfies the identities x \ * (x * y) = y, x * (x \ * y) = y.
(2) Consider an alphabet (i.e., a finite set) Q, and denote by Q + the set of all nonempty words (i.e., finite strings) formed by the elements of Q. In this paper, we will use two notifications for the elements of Q + : a 1 a 2 . . . a n and (a 1 , a 2 , . . . , a n ), where a i  Q. 
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Multivariate Cubic Quasigroups
In this subsection a special class of quasigroups is presented, called multivariate cubic quasigroups (MCQs) that can be of different types. Table ( 2) a procedure MCQ(3) for generating a Cubic_QGs of order 2 3 is defined. 
Description of the algorithm:
A generic description for MCQ scheme can be expressed as a typical multivariate cubic system: T •P′•S: {0, 1} n → {0, 1} n where T and S are two nonsingular linear transformations, and P′ is a bijective multivariate cubic mapping on {0, 1} n . First an algorithm will be presented in Table (4) to show how the mapping  P′: {0,1} n → {0,1} n is defined. Public and private keys generation process is described in Table (5) . While Table (6) illustrates the signing process algorithm. 
MCQ vs. MQQ (Operating characteristics):
Comparative study between MCQ and MQQ schemes is presented in this section.
Speed of keys generation comparison
The algorithm for generating MCQs is highly effective and straight procedure, especially if it is compared with the randomly algorithm which is proposed in [1] for generating MQQs. Figure (1 
Figure (1): Speed of keys generation comparison

Speed of encryption and decryption comparison
MCQ scheme is time-consuming in encryption with the public key more than MQQ, because its public key consists of cubic Boolean expressions; while it is faster in decryption/signing in private key than MQQ, because MQQ uses the inverse bijection of Dobbertin, then
; for this reason, MCQ is suitable for signing and especially for short signature. Then it is needed
Size of public and private keys
bits to store every P i ; so, the size of the public key is
The private key consists of: -two n × n Boolean matrices T and S need 2n 2 
Then, the size of the private key is 2 2 2 bits. . MCQ scheme has the same strength as MQQ against the different types of attack; Moreover MCQ scheme has an important advantage against XL attack [3] and Grobner basis attacks, appears in that the number of variables is more than the equations number, where the equations number is n, and the variables number is n + d; This is rising the conjectured security level of MCQ to 2 n+d when 120  n .
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Pool size of MCQs of order 2 3 and MQQs of order 2 5 comparison:
Size of the pool set for 8 MQQs of order 2 5 is at least of order 2 149 [1]; For MCQ scheme with d = 3, there are more than 2 11 choices for the matrix A, and for each of them there are more than 2 7 B vectors, then the size of the pool set for 3 MCQs of order 2 3 is at least of order 2 57 .
The parallelizable nature of MCQ scheme:
MCQ scheme has a highly parallelizable nature; that is slightly appears in Figure ( 2) where 150-bit MCQ was implemented in C, using OpenMP 2.0 under Microsoft Visual Studio 2008. It is clear that increasing of the number of CPU cores can speed up MCQ algorithm almost linearly with the number of cores. Thus, MCQ is very suitable for signing and especially for short signatures.
Conclusions:
The results about our PKC can be briefly summarized as:  it is a public key block cipher algorithm with no message expansion;  it has one parameter 120  n the bit length of the encrypted block;  it is a deterministic one-to-one mapping;  its encryption speed is comparable to the speed of MQQ scheme;
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Figure (2):
Software speeds (in number of cycles)by using OpenMP  it is well suited and suitable for short signatures;  its conjectured security level when 3 , 40 :
APPENDIX An example of private and public key generation with n = 9 bits and d = 3; Let x = (x 1 , x 2 , . . . , x 9 ) be a vector of 9 Boolean variables. The private and the public key is created by the following procedure:
where T and S are a nonsingular 9 × 9 Boolean matrices generated uniformly at random;
2) Set * 1 (x 1 , . . . , x 6 ) = (1+x 1 +x 3 +x 1 x 2 +x 1 x 4 +x 2 x 4 +x 1 x 2 x 4 +x 1 x 3 x 4 +x 2 x 3 x 4 +x 5 +x 1 x 5 +x 2 x 5 +x 1 x 2 x 5 +x 1 x 3 x 5 +x 2 x 3 x 5 +x 1 x 6 +x 2 x 6 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 , x 2 +x 3 +x 1 x 3 +x 2 x 3 +x 4 +x 1 x 4 +x 2 x 4 +x 1 x 2 x 4 +x 1 x 3 x 4 +x 2 x 3 x 4 +x 1 x 5 +x 2 x 5 +x 1 x 2 x 5 +x 1 x 3 x 5 +x 2 x 3 x 5 +x 1 x 6 +x 2 x 6 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 , x 3 +x 1 x 2 +x 2 x 3 +x 1 x 4 +x 3 x 4 +x 1 x 2 x 4 +x 5 +x 1 x 5 +x 3 x 5 +x 1 x 2 x 5 +x 6 +x 1 x 6 +x 2 x 6 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 ); * 2 (x 1 , . . . , x 6 ) = (1+x 1 +x 2 +x 1 x 3 +x 1 x 2 x 4 +x 1 x 3 x 4 +x 2 x 3 x 4 +x 5 +x 1 x 2 x 5 +x 1 x 3 x 5 +x 2 x 3 x 5 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 , 1+x 1 +x 3 +x 4 +x 1 x 2 x 4 +x 1 x 3 x 4 +x 2 x 3 x 4 +x 1 x 2 x 5 +x 1 x 3 x 5 +x 2 x 3 x 5 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 , 1+x 1 +x 3 +x 1 x 2 +x 1 x 3 +x 2 x 3 +x 2 x 4 +x 3 x 4 +x 1 x 2 x 4 +x 2 x 3 x 4 +x 5 +x 2 x 5 +x 3 x 5 +x 1 x 2 x 5 +x 2 x 3 x 5 +x 6 +x 1 x 2 x 6 +x 1 x 3 x 6 +x 2 x 3 x 6 ); * 3 (x 1 , . . . , x 6 ) = (1+x 1 +x 2 +x 1 x 2 +x 1 x 3 +x 1 x 4 +x 1 x 2 x 4 +x 2 x 3 x 4 +x 5 +x 1 x 5 +x 1 x 2 x 5 +x 2 x 3 x 5 +x 1 x 6 +x 1 x 2 x 6 +x 2 x 3 x 6 , x 2 +x 1 x 3 +x 2 x 3 +x 4 +x 1 x 4 +x 1 x 2 x 4 +x 2 x 3 x 4 +x 1 x 5 +x 1 x 2 x 5 +x 2 x 3 x 5 +x 1 x 6 +x 1 x 2 x 6 +x 2 x 3 x 6 , 1+x 1 +x 3 +x 2 x 3 +x 2 x 4 +x 1 x 3 x 4 +x 2 x 3 x 4 +x 5 +x 2 x 5 +x 1 x 3 x 5 +x 2 x 3 x 5 +x 6 +x 1 x 6 +x 1 x 2 x 6 +x 2 x 3 x 6 );
3) Set a Leader L=(e 1 ,e 2 ,e 3 ); we replace the notation L=(l 1 , l 2 ,l 3 ) by (e 1 , e 2 , e 3 ) to make it easy to distinguish between number 1 and letter l.
4)
The tuple (S, T, * 1 , * 2 , * 3 , L) is the private key; 5) Set x' = S . x T = x 1 +x 4 +x 6 +x 7 +x 8 +x 9
x 1 +x 3 +x 4 +x 5 +x 6 +x 7 +x 8 x 1 +x 2 +x 3 +x 4 +x 5 +x 6 +x 7 +x 8 +x 9 x 2 +x 3 +x 4 +x 6 +x 7 +x 8 x 2 +x 3 +x 5 +x 9 x 1 +x 2 +x 5 +x 7 +x 8 +x 9 x 1 +x 2 +x 4 +x 7 +x 8 +x 9 x 1 +x 4 +x 7 +x 8 +x 9 x 1 +x 2 +x 4 +x 5 +x 6 +x 7 6) Represent the vector x' by chunks of 3 bits, i.e. x′ = X 1 X 2 X 3 ;
The following relations will be obtained: 4 x 5 +x 2 x 5 x 6 +x 5 x 6 +x 1 x 3 x 9 +x 4 x 9 +x 6 x 9 +x 4 +x 5 x 8 +x 7 x 9 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 + x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 3 x 5 x 9 +x 1 x 2 x 7 +x 3 +x 7 +x 8 +x 1 +x 2 x 7 +x 3 x 5 +x 3 x 9 +x 2 x 4 +x 2 x 5 +x 2 x 4 x 9 +x 2 x 3 x 5 +x 3 x 4 x 7 +x 4 x 5 x 9 +x 4 x 7 x 9 + x 4 x 8 +x 2 x 6 +x 5 x 6 x 7 +x 5 x 6 x 9 +x 6 x 8 +x 2 x 4 x 8 +x 4 x 5 x 7 +x 2 x 7 x 9 +x 2 x 3 x 7 +x 2 x 6 x 8 +x 2 x 6 x 9 +x 7 x 8 +x 1 x 7 x 9 +x 3 x 6 x 7 +x 6 x 7 x 9 , y 2 = e 1 +e 3 +e 1 e 2 +e 1 x 1 +e 1 x 4 +e 1 x 6 +e 1 x 7 +e 1 x 8 +e 2 x 1 +e 2 x 4 +e 2 x 6 +e 2 x 7 +e 2 x 8 +e 1 e 2 x 1 +e 1 e 2 x 4 +e 1 e 2 x 6 +e 1 e 2 x 7 +e 1 e 2 x 8 +e 1 e 3 x 1 +e 1 e 3 x 4 +e 1 e 3 x 6 + e 1 e 3 x 7 +e 1 e 3 x 8 +e 2 e 3 x 1 +e 2 e 3 x 4 +e 2 e 3 x 6 +e 2 e 3 x 7 +e 2 e 3 x 8 +e 1 x 2 +e 2 x 2 +e 1 e 2 x 2 +e 1 e 3 x 2 +e 2 e 3 x 2 +x 3 x 9 +x 1 x 7 +x 1 x 8 +x 1 x 2 x 5 +x 2 x 4 x 5 +x 2 x 5 x 6 +x 1 x 3 x 9 + x 8 x 9 +x 2 x 7 +x 1 x 4 +x 1 x 6 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 3 x 5 x 9 +x 1 x 2 x 4 +x 1 x 2 x 6 +x 1 x 2 x 8 +x 4 +x 9 + x 2 x 5 +x 2 x 9 +x 4 x 5 +x 5 x 6 +x 7 x 9 +x 2 x 8 +x 3 x 4 +x 2 x 5 x 9 +x 1 x 2 x 9 +x 1 x 3 x 5 +x 3 x 4 x 5 +x 1 x 2 x 7 +x 1 x 3 x 7 +x 1 x 5 x 7 +x 1 x 5 x 9 +x 2 x 5 x 7 +x 3 x 6 +x 6 +x 3 x 5 x 6 , y 3 = e 1 +e 2 +e 1 e 3 +e 3 +e 1 x 1 +e 1 x 4 +e 1 x 6 +e 1 x 7 +e 1 x 8 +e 3 x 9 +e 1 e 2 x 1 +e 1 e 2 x 4 +e 1 e 2 x 6 +e 1 e 2 x 7 +e 1 e 2 x 8 +e 3 x 3 +e 3 x 5 +e 1 x 2 +e 2 x 1 +e 2 x 2 +e 2 x 3 +e 2 x 4 +e 2 x 5 + e 2 x 6 +e 2 x 7 +e 2 x 8 +e 2 x 9 +e 1 e 2 x 2 +e 1 e 3 x 1 +e 1 e 3 x 2 +e 1 e 3 x 3 +e 1 e 3 x 4 +e 1 e 3 x 5 +e 1 e 3 x 6 +e 1 e 3 x 7 +e 1 e 3 x 8 +e 1 e 3 x 9 +e 2 e 3 x 1 +e 2 e 3 x 2 +e 2 e 3 x 3 +e 2 e 3 x 4 +e 2 e 3 x 5 + e 2 e 3 x 6 +e 2 e 3 x 7 +e 2 e 3 x 8 +e 2 e 3 x 9 +x 1 x 7 +x 1 x 8 +x 1 x 2 x 5 +x 2 x 4 x 5 +x 2 x 5 x 6 +x 1 x 3 x 9 +x 3 x 7 +x 5 x 7 +x 3 x 8 +x 8 x 9 +x 1 x 4 +x 1 x 6 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 + x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 3 x 5 x 9 +x 1 x 2 x 4 +x 1 x 2 x 6 +x 1 x 2 x 8 +x 8 +x 1 x 2 +x 1 x 5 +x 5 +x 2 x 5 +x 1 x 3 +x 2 x 4 +x 2 x 6 +x 7 +x 7 x 9 +x 5 x 8 + x 2 x 5 x 9 +x 1 x 2 x 9 +x 1 x 3 x 5 +x 3 x 4 x 5 +x 1 x 2 x 7 +x 1 x 3 x 7 +x 1 x 5 x 7 +x 1 x 5 x 9 +x 5 x 9 +x 2 x 5 x 7 +x 3 x 5 x 6 , y 4 = e 1 +e 2 e 3 +e 3 x 9 +e 3 x 3 +e 3 x 5 +e 2 x 3 +e 2 x 5 +e 2 x 9 +e 1 e 3 x 3 +e 1 e 3 x 5 +e 1 e 3 x 9 +e 2 e 3 x 3 +e 2 e 3 x 5 +e 2 e 3 x 9 +x 1 x 2 x 5 +x 2 x 4 x 5 +x 4 x 5 +x 2 x 5 x 6 +x 5 x 6 +x 1 x 3 x 9 + x 4 x 9 +x 6 x 9 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 3 x 5 x 9 +x 4 +x 2 x 8 +x 1 x 2 +x 4 x 7 +x 6 x 7 +x 2 x 3 x 4 +x 2 x 6 x 7 + x 2 x 3 x 6 +x 2 x 4 x 7 +x 1 x 2 x 3 +x 1 x 5 +1+x 6 +x 8 +x 1 +x 9 +x 2 x 7 +x 2 x 3 +x 3 x 5 +x 3 x 9 +x 2 x 4 +x 2 x 5 +x 5 x 9 +x 2 x 5 x 9 +x 1 x 3 x 5 +x 3 x 4 x 5 +x 4 x 8 +x 2 x 6 +x 6 x 8 +x 1 x 5 x 7 + x 2 x 4 x 8 +x 1 x 5 x 9 +x 2 x 5 x 7 +x 2 x 6 x 8 +x 1 x 2 x 9 +x 1 x 3 x 7 +x 3 x 5 x 6 , y 5 = e 3 +e 1 e 2 +e 2 e 3 +e 1 x 1 +e 1 x 4 +e 1 x 6 +e 1 x 7 +e 1 x 8 +e 3 x 9 +e 1 e 2 x 1 +e 1 e 2 x 4 +e 1 e 2 x 6 +e 1 e 2 x 7 +e 1 e 2 x 8 +e 3 x 3 +e 3 x 5 +e 1 x 2 +e 2 x 1 +e 2 x 2 +e 2 x 3 +e 2 x 4 +e 2 x 5 + e 2 x 6 +e 2 x 7 +e 2 x 8 +e 2 x 9 +e 1 e 2 x 2 +e 1 e 3 x 1 +e 1 e 3 x 2 +e 1 e 3 x 3 +e 1 e 3 x 4 +e 1 e 3 x 5 +e 1 e 3 x 6 +e 1 e 3 x 7 +e 1 e 3 x 8 +e 1 e 3 x 9 +e 2 e 3 x 1 +e 2 e 3 x 2 +e 2 e 3 x 3 +e 2 e 3 x 4 +e 2 e 3 x 5 + e 2 e 3 x 6 +e 2 e 3 x 7 +e 2 e 3 x 8 +e 2 e 3 x 9 +x 6 +x 7 +x 1 x 3 +x 3 x 7 +x 5 x 7 +x 3 x 8 +x 8 x 9 +x 2 x 4 +x 2 x 6 +x 2 x 7 +x 2 x 9 +x 1 x 4 +x 1 x 6 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 + x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 2 x 3 x 9 +x 3 x 5 x 9 +x 1 x 2 x 4 +x 1 x 2 x 6 +x 1 x 2 x 8 +x 3 x 4 x 9 +x 3 x 6 x 9 +x 4 x 8 +x 6 x 8 +x 2 x 5 x 9 +x 1 x 2 x 9 +x 2 x 7 x 9 +x 2 x 3 x 5 + x 2 x 6 x 7 +x 3 x 6 x 7 +x 5 x 6 x 7 +x 6 x 7 x 9 +x 2 x 3 x 7 +x 1 x 7 x 9 +x 2 x 4 x 7 +x 3 x 4 x 7 +x 1 x 5 x 9 +x 4 x 5 x 7 +x 4 x 7 x 9 +x 7 x 8 , y 6 = e 3 +e 1 e 2 +e 2 e 3 +e 1 x 1 +e 1 x 4 +e 1 x 6 +e 1 x 7 +e 1 x 8 +e 3 x 9 +e 1 e 2 x 1 +e 1 e 2 x 4 +e 1 e 2 x 6 +e 1 e 2 x 7 +e 1 e 2 x 8 +e 3 x 3 +e 3 x 5 +e 1 x 2 +e 2 x 1 +e 2 x 2 +e 2 x 3 +e 2 x 4 +e 2 x 5 + e 2 x 6 +e 2 x 7 +e 2 x 8 +e 2 x 9 +e 1 e 2 x 2 +e 1 e 3 x 1 +e 1 e 3 x 2 +e 1 e 3 x 3 +e 1 e 3 x 4 +e 1 e 3 x 5 +e 1 e 3 x 6 +e 1 e 3 x 7 +e 1 e 3 x 8 +e 1 e 3 x 9 +e 2 e 3 x 1 +e 2 e 3 x 2 +e 2 e 3 x 3 +e 2 e 3 x 4 +e 2 e 3 x 5 + e 2 e 3 x 6 +e 2 e 3 x 7 +e 2 e 3 x 8 +e 2 e 3 x 9 +x 1 x 2 x 5 +x 2 x 4 x 5 +x 2 x 5 x 6 +x 1 x 3 x 9 +x 2 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 + x 3 x 5 x 9 +x 5 +x 4 x 5 +x 5 x 6 +x 7 x 9 +x 2 x 8 +x 1 x 2 x 7 +x 6 +x 9 +x 2 x 3 +x 3 x 5 +x 3 x 7 +x 3 x 8 +x 5 x 7 +x 1 x 9 +x 2 x 4 +x 5 x 9 +x 2 x 4 x 9 +x 2 x 3 x 5 +x 3 x 4 x 7 +x 4 x 5 x 9 +x 4 x 7 x 9 + x 4 x 8 +x 2 x 6 +x 5 x 6 x 7 +x 5 x 6 x 9 +x 6 x 8 +x 2 x 4 x 8 +x 4 x 5 x 7 +x 2 x 7 x 9 +x 2 x 3 x 7 +x 2 x 6 x 8 +x 2 x 6 x 9 +x 7 x 8 +x 1 x 7 x 9 +x 3 x 6 x 7 +x 6 x 7 x 9 , y 7 = x 5 x 8 +x 2 +x 5 +x 1 x 2 +x 4 x 5 +x 5 x 6 +x 2 x 8 +x 1 x 3 +x 1 x 5 +1+x 3 +x 6 +x 7 +x 8 +x 2 x 3 +x 3 x 5 +x 1 x 9 +x 8 x 9 +x 2 x 5 +x 1 x 2 x 4 +x 2 x 5 x 9 +x 2 x 4 x 9 +x 1 x 3 x 5 + x 2 x 3 x 5 +x 3 x 4 x 5 +x 3 x 4 x 7 +x 4 x 5 x 9 +x 4 x 7 x 9 +x 4 x 8 +x 1 x 6 +x 5 x 6 x 7 +x 5 x 6 x 9 +x 6 x 8 +x 1 x 7 +x 1 x 5 x 7 +x 1 x 8 +x 2 x 4 x 8 +x 1 x 5 x 9 +x 2 x 5 x 7 +x 4 x 5 x 7 +x 1 x 2 x 8 + x 2 x 7 x 9 +x 2 x 3 x 7 +x 1 x 2 x 6 +x 2 x 6 x 8 +x 2 x 6 x 9 +x 1 x 2 x 9 +x 1 x 4 +x 7 x 8 +x 1 x 3 x 7 +x 1 x 7 x 9 +x 3 x 5 x 6 +x 3 x 6 x 7 +x 6 x 7 x 9 , y 8 = e 1 +x 5 +e 2 +e 1 e 3 +e 3 +e 1 x 1 +e 1 x 4 +e 1 x 6 +e 1 x 7 +e 1 x 8 +e 3 x 9 +e 1 e 2 x 1 +e 1 e 2 x 4 +e 1 e 2 x 6 +e 1 e 2 x 7 +e 1 e 2 x 8 +e 3 x 3 +e 3 x 5 +e 1 x 2 +e 2 x 1 +e 2 x 2 +e 2 x 3 +e 2 x 4 + e 2 x 5 +e 2 x 6 +e 2 x 7 +e 2 x 8 +e 2 x 9 +e 1 e 2 x 2 +e 1 e 3 x 1 +e 1 e 3 x 2 +e 1 e 3 x 3 +e 1 e 3 x 4 +e 1 e 3 x 5 +e 1 e 3 x 6 +e 1 e 3 x 7 +e 1 e 3 x 8 +e 1 e 3 x 9 +e 2 e 3 x 1 +e 2 e 3 x 2 +e 2 e 3 x 3 +e 2 e 3 x 4 + e 2 e 3 x 5 +e 2 e 3 x 6 +e 2 e 3 x 7 +e 2 e 3 x 8 +e 2 e 3 x 9 +x 6 +x 7 +x 9 +x 1 x 3 +x 3 x 7 +x 5 x 7 +x 3 x 8 +x 8 x 9 +x 2 x 4 +x 2 x 6 +x 2 x 7 +x 2 x 9 +x 1 x 4 +x 1 x 6 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 + x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 2 x 3 x 9 +x 3 x 5 x 9 +x 1 x 2 x 4 +x 1 x 2 x 6 +x 1 x 2 x 8 +x 3 x 4 x 9 +x 3 x 6 x 9 +x 4 x 8 +x 6 x 8 +1+x 3 +x 2 x 5 x 9 +x 1 x 2 x 9 + x 2 x 7 x 9 +x 2 x 3 x 5 +x 2 x 6 x 7 +x 3 x 6 x 7 +x 5 x 6 x 7 +x 6 x 7 x 9 +x 2 x 3 x 7 +x 1 x 7 x 9 +x 2 x 4 x 7 +x 3 x 4 x 7 +x 1 x 5 x 9 +x 4 x 5 x 7 +x 4 x 7 x 9 +x 7 x 8 , y 9 = e 1 +e 1 e 2 +e 2 +e 1 e 3 +e 2 e 3 +x 2 +x 1 x 3 x 4 +x 1 x 3 x 6 +x 1 x 3 x 8 +x 1 x 4 x 5 +x 1 x 5 x 6 +x 1 x 5 x 8 +x 3 x 5 x 7 +x 2 x 5 x 8 +x 3 x 5 x 8 +x 2 x 3 x 9 +x 3 x 5 x 9 +x 3 x 4 x 9 +x 3 x 6 x 9 + x 4 x 5 +x 4 x 7 +x 4 x 9 +x 5 x 6 +x 6 x 7 +x 6 x 9 +x 7 x 9 +x 5 x 8 +x 2 x 8 +x 2 x 3 x 4 +x 2 x 3 x 6 +x 1 x 2 x 7 +x 1 x 2 x 3 +x 3 +x 6 +x 7 +x 8 +x 2 x 3 +x 3 x 5 +x 3 x 9 +x 2 x 4 +x 2 x 9 +x 2 x 5 x 9 + x 2 x 3 x 5 +x 3 x 4 x 7 +x 4 x 7 x 9 +x 2 x 6 +x 5 x 6 x 7 +x 1 x 7 +x 1 x 8 +x 2 x 4 x 8 +x 1 x 5 x 9 +x 4 x 5 x 7 +x 2 x 7 x 9 +x 2 x 3 x 7 +x 2 x 6 x 8 +x 1 x 2 x 9 +x 7 x 8 +x 1 x 7 x 9 +x 3 x 6 x 7 +x 6 x 7 x 9 ;
9) The public key is y, where 
